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Abstract
Hong Kong, a former British colony, has been a special administrative region of the People’s Republic 
of China (PRC) since 1997. The National People’s Congress promulgation of the Law of the People’s 
Republic of China on Safeguarding National Security in the Hong Kong Special Administrative Region 
(Hong Kong National Security Law, HK NSL) on June 30, 2020, has a substantial impact on Hong 
Kong’s constitutional structure known as “One Country, Two Systems.” Enshrined under the Basic Law 
(Hong Kong’s constitution under the Sino British Joint Declaration), One Country, Two Systems guar-
anteed that Hong Kong would exercise a high degree of autonomy—with its own political, economic, 
and legal systems—based on the rule of law. The HK NSL has been in operation for one year. This article 
analyzes the impact of the HK NSL on Hong Kong’s legal system and, in particular, its civil law jurispru-
dence. The article also explores the new legal risks and challenges international businesses face when 
dealing with PRC businesses or matters impinging on national security in mergers and acquisitions, 
commercial transactions, and civil disputes. These issues will be examined against the current geopoliti-
cal landscape and rising tensions between the PRC and other nations.
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Introduction
Businesses looking for guidance on how the Hong Kong National Security Law (HK NSL) will affect 
their operations may be inclined to review how Hong Kong courts have interpreted the People’s Repub-
lic of China’s (PRC) own 2015 National Security Law (PRC NSL) in commercial contexts. In doing so, 
companies should proceed with caution. 

Hong Kong courts have had few occasions to consider issues related to national security and 
state secrets in the commercial/regulatory context and even fewer opportunities to review the 
PRC’s definition of those terms. In the limited case law available, Hong Kong courts have in the past 
rejected a party’s attempts to avoid disclosure of information based upon claims that the disclosure 
would harm the PRC’s national security. 

In one such case decided in 2015,1 the High Court of Hong Kong rejected an argument made by 
Ernst & Young to resist compliance with a disclosure order made by the Hong Kong Securities and 
Futures Commission on the basis that the requested documents were, inter alia, state secrets and 
therefore PRC law prohibited disclosure. The disclosure order required Ernst & Young to disclose audit 
papers and correspondence in connection with a PRC-based company. The High Court rejected Ernst 
& Young’s argument and found there was no evidence to support the contention that the requested 
documents constituted “state secrets” under the relevant PRC law.2 

Courts in the United States have taken a much harder line against the application of PRC law with 
respect to state secrets. In BDO China Dahua CPA Co., Ltd., et al. (BDO China), the PRC affiliates of 
four major banks raised a similar defense as Ernst & Young. They were censured for failing to produce 
documents pursuant to Section 106 of the Sarbanes-Oxley Act of 2002.3 While acknowledging the 
overly broad scope of “state secrets” under PRC law, the US administrative law judge in BDO China 
rejected the defendants’ arguments, stating compliance with PRC’s State Secrecy Law was no defense to 
noncompliance of US law. The judge had “no sympathy” for the defendants, who were “between a rock 
and a hard place” of their own choosing.4 

Ordinarily, case law such as Ernst & Young may provide instructive authority for businesses looking 
for legal certainty. But the HK NSL has fundamentally changed the legal landscape in Hong Kong, 
upending previously settled judicial precedents. 

The method of its adoption and the framework of oversight established by the HK NSL and other 
recent electoral reforms in Hong Kong5 brings the once semiautonomous region almost fully into 
the PRC’s unified party-governance structure. To date, an analysis on how the HK NSL could impact 
the civil jurisdiction of the Hong Kong courts, and commercial transactions involving PRC entities, is 
lacking. This article will explore whether Hong Kong courts have jurisdiction to decide what constitutes 
a state secret or national security concern in civil disputes, as well as the potential impact of national 
security issues on international businesses operating in the region or having dealings with PRC entities. 

There is a tendency within the commercial sector to view laws such as the HK NSL as primarily 
aimed at curbing political dissent. This is a dangerous assumption in light of the current environment 
in the PRC, where the Chinese Communist Party (CCP) is at the heart of the political, legal,6 and 
private sectors.7 In the PRC anything, including civil disputes, can become “political” or of a “national 
security” nature. In the PRC, national security concerns can touch on any aspect of the economy, from 
finance to energy to technology to infrastructure (further analyzed below).8 As cases such as BDO 
China and Ernst & Young demonstrate, the PRC’s expansive definition of national security and state 
secrets poses considerable challenges to statutory disclosure obligations in multiple jurisdictions. The 
international community can expect further change from the status quo as the CCP expands its abso-
lute authority in the private business sector, in the PRC, in Hong Kong, and beyond. The abrupt halt to 
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the Ant Financial IPO in Hong Kong is one such example.9 Already, the uncertainty caused by the HK 
NSL is leading some international companies to choose Singapore over Hong Kong as the Asian dispute 
resolution center for arbitration.10

So far, substantial attention has been paid to the impact the HK NSL has on judicial independence, 
the One Country, Two Systems framework, and the harsh conditions defendants charged under the 
HK NSL face. This article argues that the central question is not whether Hong Kong courts are still 
independent in the traditional sense under established rule of law principles. Rather, with the overarch-
ing authority to supervise and decide on matters of national security fully vested in the Central People’s 
Government (CPG) under the new HK NSL legal framework, the jurisdiction for Hong Kong courts 
to independently decide on issues of national security is highly limited. Under the new framework, 
national security issues will be treated much in the same way that national defense and foreign affairs 
do; that is, matters of national security are outside the authority and jurisdiction of Hong Kong SAR 
(save for most criminal offenses committed in Hong Kong) and are exclusively within the power and 
authority of the CPG.11 

The National Security Law for Hong Kong
To put matters into context, we must first understand the extremely unusual nature of the HK NSL. 
Hong Kong is a Special Administrative Region of the PRC via the 1984 China-United Kingdom Joint 
Declaration on the Question of Hong Kong (Joint Declaration), an international treaty pursuant to 
which the United Kingdom transferred sovereignty over Hong Kong back to the PRC on July 1, 1997, 
and the PRC promised Hong Kong would retain a high degree of autonomy. 

The basis of what is known as the One Country, Two Systems doctrine governing Hong Kong is 
set out in its Basic Law—Hong Kong’s de facto constitution passed by the National People’s Congress 
Standing Committee (the NPCSC) pursuant to the Joint Declaration. Under this system, Hong Kong’s 
legislative body, the Legislative Council, has the authority to establish laws, including for national 
security. Article 23 of the Basic Law obligates the Hong Kong government to enact laws under its own 
authority, prohibiting, inter alia, “any act of treason, secession, sedition, subversion against the CPG or 
theft of state secrets.”12 

Notwithstanding Article 23 of the Basic Law, the NPCSC directly promulgated the HK NSL on June 
30, 2020. The HK NSL empowers the CPG to establish an Office for Safeguarding National Security 
within Hong Kong, which oversees the implementation of national security activities within Hong Kong 
and can recommend cases to be remanded to courts in the PRC,13 eroding Hong Kong’s high degree of 
autonomy in breach of the fundamental principle underlying the One Country, Two Systems framework 
promised under the Joint Declaration. The means by which the HK NSL was adopted and the oversight 
by the CPG thus create a constitutional rupture not anticipated by the Basic Law. As such, norms and 
practices previously accepted in Hong Kong’s legal system must be revisited.

Who Has Jurisdiction to Consider National Security Issues in 
Civil Disputes?
Prior to the adoption of the HK NSL, it would be assumed that Hong Kong courts had the jurisdiction 
to decide all cases pursuant to its judicial powers under the Basic Law (Articles 80 and 84). The prom-
ulgation of the HK NSL has fundamentally changed Hong Kong’s original constitutional setup. Articles 
40, 41, and 45 of the HK NSL clearly confer jurisdiction on Hong Kong courts to try criminal offenses 
arising under the HK NSL, with the notable exception of cases of great severity, imminent threat, or 
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involving “external elements.”14 The relevant language is clear: Hong Kong courts have the authority to 
deal with matters of national security that are criminal in nature. But the HK NSL is silent on whether 
the Hong Kong courts have jurisdiction to hear civil proceedings that involve matters of national secu-
rity and/or state secrets. Given the law’s vagueness, if a PRC conglomerate or state-owned enterprise 
(SOE) makes a similar claim as Ernst & Young, would courts in Hong Kong have jurisdiction to hear it 
and make a judicial determination? 

To answer the question, guidance from the State Council, the top administrative authority of the 
PRC, is instructive. The State Council provides guiding principles on how PRC laws, including the Basic 
Law and HK NSL, are to be interpreted and implemented. 

In the same year as Hong Kong’s 2014 Occupy Central movement, the State Council issued a white 
paper titled “The Practice of the ‘One Country, Two Systems’ Policy in the Hong Kong Special Adminis-
trative Region,” wherein it asserted that the PRC retains “comprehensive jurisdiction” over Hong Kong 
and the Hong Kong SAR has no “residual powers” of its own.15 Accordingly, any Hong Kong official 
organs of power, including the judiciary, does not have any authority unless explicitly provided for by 
the CPG. Much like national defense and foreign affairs under the Basic Law framework, matters of 
national security are strictly under the CPG’s authority and jurisdiction.16 This perspective has been 
echoed by PRC state media.17 Put another way, based on the white paper, all of Hong Kong SAR’s pow-
ers emanate from and are under the CPG’s supervisory control. Thus, if the CPG does not specifically 
grant a power to the Hong Kong SAR, then that power is retained by the CPG. Because the HK NSL 
explicitly provides jurisdiction to Hong Kong courts to hear (most) criminal cases under the law but is 
silent as to civil cases involving national security, it follows that Hong Kong courts have no jurisdiction 
to preside over civil proceedings involving national security issues, and/or the Hong Kong courts shall 
have to defer such matters to the CPG for determination through the mechanism under the HK NSL 
(analyzed below). 

This interpretation is supported by recent case law. The Court of Final Appeal (CFA), Hong Kong’s 
highest court, recently held in HKSAR v. Lai Chee Yin (Jimmy Lai case) that the Hong Kong courts do 
not have the jurisdiction to consider legal challenges to the HK NSL based on grounds that it contra-
vened the Basic Law or the International Covenant on Civil and Political Rights as applied to Hong 
Kong.18 The CFA also laid down extremely high hurdles for someone who is charged under the HK NSL 
to obtain bail. The CFA decision in the Jimmy Lai case effectively establishes that HK NSL supersedes 
Hong Kong’s de facto constitution and its protection of human rights. Even though the Basic Law and 
the HK NSL are both enacted by the National People’s Congress, the latter effectively trumps the for-
mer. It is therefore unclear how one could assert the supposed guarantees of human rights under Arti-
cle 4 of the HK NSL. There are also provisions within the HK NSL itself that further limit the powers 
of Hong Kong courts. Article 62 provides that where local laws are inconsistent with the HK NSL, the 
HK NSL governs. Local laws include the Hong Kong Bill of Rights Ordinance. Also, Article 14 prohibits 
judicial review of decisions of the National Security Committee created under the HK NSL (in direct 
contravention to the right to judicial review under Article 35(2) of the Basic Law). As analyzed below, 
Article 47 gives wide powers to the chief executive (hence the CPG) to decide what amounts to national 
security and/or state secrets, and this determination is binding on the Hong Kong courts. These HK 
NSL provisions, when combined with the effect of the CFA decision in Jimmy Lai, mean there is no legal 
avenue to challenge the HK NSL or its implementation by the National Security Committee.

Under Article 3 of the HK NSL, the CPG has overarching responsibility for Hong Kong’s national 
security affairs. Hong Kong’s chief executive is accountable to the CPG on all matters of national 
security and is required to submit annual reports.19 Given the broad and expansive nature of national 
security (as analyzed below), this represents a fundamental change to the legal landscape in Hong 
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Kong. Two foreign nonpermanent judges from the United Kingdom and Australia have either resigned 
or declined to be reappointed to sit on the CFA.20 The use of prominent foreign judges was an import-
ant constitutional tradition for the Hong Kong legal system. While it is likely that foreign judges from 
other jurisdictions would not be allowed to hear HK NSL,21 the gradual loss of this tradition signals a 
worrisome trend over the implementation of the HK NSL. 

The HK NSL creates a framework where political appointees have the ultimate authority on national 
security issues with no checks and balance. Article 44 of the law gives the chief executive, who is account-
able to the CPG, the power to create a list of designated judges for all Hong Kong courts, from magis-
trates to judges on the CFA. Only those on the list can preside over HK NSL cases. This list of judges is 
most certainly vetted by the National Security Committee, which the chief executive chairs. The term of 
office of the designated judges is limited to one year. This is a highly unusual arrangement to say the least. 
Designated judges may also be removed at any time on the grounds of his/her statements or behavior.22 
This arrangement arguably constitutes the most serious systemic intrusion into judicial independence. In 
addition, the PRC state media is increasingly vocal and assertive over Hong Kong judicial decisions. This 
creates enormous political and social pressure on the Hong Kong judiciary. 

In a recent meeting between the Hong Kong chief justice and the president of the Supreme People’s 
Court in Beijing, President Zhou Qiang expressed that he expects the Hong Kong judiciary to thoroughly 
and accurately implement the PRC Constitution, Basic Law, and HK NSL and to comprehensively imple-
ment the “patriots administering Hong Kong” principle (patriotism is defined by the CPG).23 

What Is “National Security”?
The HK NSL does not define “national security,” nor do the implementing regulations made under 
Article 43 of the HK NSL. The definition currently being applied by Hong Kong police and prosecutors 
is sufficiently broad as to encompass participation in journalistic activities and democratic primary 
elections. Following from the above analysis, understanding what constitutes “national security” within 
the PRC legal framework will be instructive for individuals and companies continuing to operate in 
Hong Kong and the PRC in light of the HK NSL. In other words, the HK NSL must be understood and 
interpreted within the context of the broader PRC legal framework. 

PRC law provides an expansive definition of national security and does not confine the concept to 
traditional topics such as acts of terrorism, separatism, or extremism. The PRC definition also encom-
passes “non-traditional security fields such as economic security, cultural security, societal security, sci-
ence and technology security, cybersecurity, environmental security, resource security, nuclear security, 
and the security of overseas interests.”24 The PRC NSL requires all actors to safeguard key economic 
interests including industries vital to the national economy, key industrial sectors, key infrastructure 
projects, and key construction projects:25

• finance
• resources and energy
• food safety
• culture26

• technology
• cybersecurity27

• ecological and environmental protection
• nuclear technology
• exploration and use of outer space, international seabed areas, and polar regions
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This expansive definition of national security and application across industries has been echoed by 
top government officials in Hong Kong, including the chief secretary (who is a member of the National 
Security Committee).28 Importantly, both the PRC NSL and HK NSL apply to state-owned as well as 
private entities. With that in mind, what are the risks to international companies in the context of com-
mercial transactions, civil litigation, or international arbitration proceedings?

HK NSL Impact on International Business
International businesses with operations and interests in the PRC and Hong Kong face new risks and 
challenges because of the HK NSL. First, the extraterritorial reach of the law under Articles 37 and 38 
means that individuals and companies can be criminally liable for documents, work, or activities con-
ducted outside of Hong Kong that nevertheless “endanger” PRC national security. This could include 
receiving information about meetings if they fall within a key industry,29 purchasing documents that 
later become classified as state secrets,30 or hosting a website or server outside Hong Kong that contains 
content that violates the HK NSL.31 Similarly, given the breadth of industries subject to national security 
concerns by the PRC, disputed intellectual property claims over a piece of technology could amount to 
national security or state secrets.

The recent raid on local news outlet Apple Daily, which included freezing HK$ 18 million in assets 
spread over three affiliated companies, suspending trade in shares of Next Digital (Apple Daily’s parent 
company), and arresting five senior management staff, highlights the breadth of authorities’ powers 
under the law as well as the potential punishments provided for by the NSL HK. As of this writing, none 
of the specific news articles alleged by Hong Kong authorities to have violated the HK NSL have been 
identified. The future of Apple Daily is in serious doubt. According to the National Security Department 
of the Hong Kong Police, these news articles date back to 2019, before the HK NSL was promulgated, 
and that even the sharing of those articles could be a violation of the law.32 This case highlights that 
even journalistic activities could be regarded as endangering national security in the eyes of the Hong 
Kong authorities. International media outlets operating outside of the PRC and Hong Kong are also 
caught under the HK NSL.

In the PRC, trade secrets often overlap with state secrets, especially in the context of SOEs or in the 
context of the PRC’s regional economic development strategy or the country’s competitive edge in the 
international market.33 The consequences for “unlawfully”34 providing state secrets to a foreign insti-
tution, organization, or individual outside Hong Kong or the PRC can be harsh, carrying a maximum 
sentence of life in prison.35 In a civil dispute or arbitration, a party might refuse to disclose evidence 
on the basis that to do so could violate the HK NSL or resist deployment of such evidence on the same 
basis. In addition, a SOE or PRC conglomerate could threaten an opposing party that it is disclosing 
evidence and information to a foreign court or tribunal that constitutes “state secrets or intelligence” in 
contravention of the HK NSL. 

In international commercial arbitration, there is a procedural mechanism for tribunals to exclude 
evidence on grounds of special political or institutional sensitivity (including evidence that has been 
classified as secret by a government or a public international institution) that the arbitral tribunal 
determines to be compelling.36 In investment treaty arbitrations between states, the arbitral tribunal 
would usually determine whether a claim to nonproduction of the documents is well taken. Some 
treaties permit a state to withhold documents on national security grounds, and some of those treaties 
make that a self-judging exercise, that is, the state withholding the evidence judges for itself whether it 
must withhold the documents.37 In light of the HK NSL, it would be interesting to see how these issues 
related to national security play out when it comes to the enforcement of arbitral awards where an 
application needs to be made to Hong Kong courts.

https://www.reuters.com/article/hongkong-security-next-digital/trading-in-shares-of-jailed-tycoon-jimmy-lais-next-digital-suspended-hkex-data-idUSL3N2NZ08X
https://www.scmp.com/news/hong-kong/law-and-crime/article/3137588/hong-kong-national-security-law-apple-daily-chief
https://hongkongfp.com/2021/06/17/breaking-hong-kong-police-raid-apple-daily-office-editor-in-chief-among-5-arrested-under-national-security-law/
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Considering the reality in Hong Kong and the PRC today, it is highly likely that Hong Kong courts 
will have to defer to the Hong Kong government, which is accountable to the CPG, on national security 
issues arising in civil disputes. This structure is reinforced by Article 47 of the HK NSL that states “the 
courts of the Hong Kong Special Administrative Region shall obtain a certificate from the Chief Execu-
tive to certify whether an act involves national security or whether the relevant evidence involves state 
secrets when such questions arise in the adjudication of a case. The certificate shall be binding on the 
courts.”38 This provision is, in our opinion, deliberately worded wide enough to cover any proceedings 
in Hong Kong. It could provide an important procedural advantage to an SOE or PRC conglomerate 
that raises the issue of national security in a case. The PRC entity in question could foreseeably lean on 
the Hong Kong government to issue a certificate, which would in turn have to take instructions from 
the National Security Committee. With the ultimate power of interpretation of the HK NSL vested in 
the NPCSC, together with the overarching authority of the CPG, whether or not an issue is indeed a 
national security issue is not a legal determination but a political one. Going forward, there is a very 
real possibility that cases involving national security issues in civil and commercial disputes, similar 
issues as those in Ernst & Young, will be dealt with quite differently under the HK NSL.

Beyond the direct application of the HK NSL to companies with interests and activities involving 
Hong Kong, commercial disputes could arise out of the merger and acquisition of companies whose 
operations and business fall within the ambit of national security but may not be apparent at the time 
the deal was signed. As discussed above, the HK NSL is silent as to Hong Kong courts’ jurisdiction in 
civil disputes involving national security issues, and there is a very real possibility those disputes would 
be considered outside the authority and jurisdiction of the Hong Kong courts. Commercial parties 
should think much harder in deciding what choice of law and dispute resolution clauses they should 
adopt in future deals involving key economic sectors. Again, to fully understand the scope of national 
security under the HK NSL, it is important to read it in the context of related PRC laws.

Geopolitical tensions also play a role in defining whether a commercial matter is a national secu-
rity issue. Mounting trade disputes between Australia and the PRC,39 and global disputes and bans 
regarding 5G and Chinese technology companies such as Huawei and ZTE (and many others), have 
created a range of challenges for companies seeking to balance operations in the PRC and the United 
States. Both the PRC and the United States have increased state scrutiny of mergers and acquisitions 
on national security grounds, and the European Union has frozen the ratification process of its market 
access treaty with the PRC. 

Recent legislation adopted by the CPG further suggests that commercial entities could be caught 
engaged in national security issues. First, the PRC Data Security Law, adopted on June 10, 2021, catego-
rizes data and data flows as national security issues and provides officials with broad authorities to pun-
ish companies and their employees for illegal transferring data.40 Second, the NPCSC recently revised 
its criminal law to target corporate espionage and penalize anyone for “stealing, spying into, buying or 
unlawfully supplying business secrets for overseas institutions, organizations, and individuals.”41 Finally, 
the PRC also issued new measures expanding its national security review of foreign investments that 
became effective in January 2021.42 As tension between China and other countries continues to rise, it is 
foreseeable that national security issues would surface in a far greater number of areas than before.43 In 
a related development, the United States and other nations have expressed growing concerns regarding 
supply chain dependence on the PRC, leading some companies to consider offshoring manufacturing 
away from the PRC.44 We have yet to see the full extent of this potential relocation of supply chains due 
to the ongoing pandemic. However, the Hong Kong American Chamber of Commerce has conducted 
a recent survey showing more than 40% of US expatriates are considering leaving Hong Kong.45 In 
the process of relocation, individuals and international businesses should be careful of inadvertently 
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transferring state and/or trade secrets or intelligence to foreign entities in breach of Article 29 of the 
HK NSL. 

The dynamics of this decoupling are complex and made more so by recent legislation enacted by 
the NPCSC in June 2021, in a likely response to the passage of the US Strategic Competition Act. As dis-
cussed above, under the PRC Data Security Law, companies face heavy penalties for transferring “sensi-
tive” data outside PRC borders. When companies are requested by overseas judicial or law enforcement 
authorities to hand over data, such data may not be transferred without the permission of PRC author-
ities.46 Companies, and their employees, could face legal challenges in the PRC for complying with regu-
lations and policies imposed by foreign countries.47 On the other hand, while some companies move 
their commercial operations away from the PRC, there is an increasing level of investments in PRC 
financial markets by Wall Street firms such as Goldman Sachs, Blackrock, and JP Morgan. The financial 
sector is of course a key economic sector that comes under the umbrella of national security in the PRC. 
However, in light of these legal and regulatory changes, international businesses will find it increasingly 
difficult to simultaneously comply with laws and regulations in both the PRC and elsewhere. The same 
dilemma faced by the parties in the BDO China case will be much more acute in today’s legal environ-
ment.48 This tension would probably have the most significant impact on the finance and technology 
sectors due to the interdependency between the US and the PRC.

Foreign business executives have been detained or banned from leaving the PRC for economic 
disputes49 and, in some cases, for crimes committed by their clients50 or family members.51 Under the 
recent amendments to Hong Kong’s Immigration Ordinance, authorities can impose exit bans on any-
one. The Hong Kong Bar Association has warned against the unfettered powers given to the director of 
immigration under the amended ordinance,52 which will come into effect on August 1, 2021. 

Conclusion
The balance between genuine national security concerns and civil liberties is an ongoing challenge in 
most countries, including liberal democracies. However, the promulgation of the HK NSL is a signifi-
cant change from where the region was a year ago and has far-reaching consequences. Supporters of 
the HK NSL often ignore the nature of the HK NSL, which is fundamentally different in both form and 
substance when compared to similarly named legislations in liberal democratic countries. Its method of 
enforcement by the authorities is also very different. And we are still in the early days.

In a recent article published by the PRC legal scholar Tian Feilong (who contributed to the drafting 
of the HK NSL), Tian described the HK NSL as bringing about the structural expansion of the Hong 
Kong constitutional order and legal environment.53 Mainland legal scholars like Tian have borrowed 
from the ideas of German jurist Carl Schmitt in arguing that “laws are designed to institutionalize the 
primacy of politics and sovereignty over the rule of law” or individual rights as understood under the 
common law.54 They have also argued that law is an extension of politics and is used to achieve PRC 
national and geopolitical objectives. The HK NSL should be seen in the same light.

As the CCP’s centenary fast approaches and the PRC continues to aggressively “reclaim” its role as 
a global leader in social, political, and economic terms, the future trend is likely to move Hong Kong 
even further away from its past liberal traditions. It is imperative that the international community 
understands this paradigm shift and takes these new risks into account in their future operations and 
dealings in Hong Kong and the PRC. 

https://www.legco.gov.hk/yr20-21/english/ord/2021ord007-e.pdf
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